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Al AND PRIVACY

Al/ML: as much training data as possible vs. data minimisation.

Secondary use of data (Bl _RF| )
- Consent models? ([&] = &t &)
- De-identification? (=& All1E)
Commercial Access: PPPs model (BIZE20F ~ EES1EF)

Transparency + Accountability 2 (ZBABE ~ oliR=14)

R

Privacy Impact Assessment (PIA)-- from data security to fairness and

accuracy? (FERh 52 2 5F1M)
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CONTEXTUAL CONCEPT OF PERSONAL DATA
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DE-IDENTIFICATION

Al - JEIEHER - RES vs. BRI (Q: @& A ol 5E e
Big data challenges..
USA: HIPAA (Health Insurance Portability and Accountability Act )

FH

7

- removal of 18 identifiers: deemed to be not personal data
EU GDPR: Pseudonymised (f221E) data: still personal data
- NOT a valid legal basis for processing data

TW: standard not clear— suggestion: privacy impact assessment (PIA) + Data
Access Committee



EU: PSEUDONYMIZATION AND ANONYMIZATION
RBIERERIE

They are just safeguards (ZE # &35 /i) and conditions for processing, not a legal base (JEAEIEE
it 2 &R T ERGF)

Pseudonymization (R 1E - E&EiRl):

personal data can no longer be attributed to a specific data subject
without the use of additional information (e.g. a key or encryption code)

(MMEEEMEE - Wik - BI)OIELR)
(GDPR:{R 2 {E1& ZERHL 2B A EHR)

~
1.50 {
Vo s——
A |
Anonymization (BER& 1L - ZEL):

+
7] =
the data subject no longer identifiable (FE1E:EA!)

|




EU GDPR PROCESSING SENSITIVE DATA WITHOUT
] CONSENT
AFNEREEESRKMEEEZ 55

EU GDPR Article 9 (2) (j) &(g)

Necessary for

-archlvmg purposes in the public interest on the basis of Union
=

(aHM =2 E 1= B RY) or Member State law

-scientific or historical research purposes or (CEEIRERRA)

statistical purposes Safeguards

(B2 - EREkRETIHR) ‘ ‘(‘Ariicle 8?)

-substantial public interests (BE R M TE
ex: B it} =& Al)

(EENHLFZ)




EU GDPR ARTICLE 6 (4):

B

R A Z RS 14 F Eh

Any link between the original and new purpose (J?SL[L\ = By B zE

The context in WhICh the personal data have been collected (525

ZEEE R

EHE

:’”‘frJ&“%U%Faﬁ Y B8 (%)

P& B B 2 E4E)

SR TS

Nature of the personal datq, in particular whether specml categories of (sensitive)

personal data are processed (ERIEE ;| EEH/IEER)

The possible consequences of the intended further processing (%

frJr_Eﬁ_a?Eﬁ,EZé%)

The existence of appropriate safeguards, which may include encryption or

pseudonymisation. (38 &= TRre 1m0t - IIZR S RZ1E)

IR RIB T A B
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Home / NEWS

NHIA Allows Opt-Out of Secondary Data Use Following
Constitutional Court Ruling
0000

In response to Constitutional Court Judgment No. 13 (2022) and to uphold data autonomy, the NHIA announced that, starting
August 12, individuals may request to stop secondary use of their NHI data. The Court affirmed the public value of NHI data, which
has supported over 9,000 research papers and numerous graduate theses in public health, policy evaluation, and academic
studies. To respect data autonomy before the NHI Data Management Act is enacted, the NHIA has issued interim guidelines for

applications to halt secondary data use.
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C @ shropscommunityhealth.nhs.uk/your-data-matters

COVID-19 About us For patients & carers Have your say Working for us

Home About us Managing_your records Your Data Matters to the NHS

Your Data Matters to the NHS

Information about your health and care helps us to
improve your individual care, speed up diagnosis,
plan your local services and research new

treatments. Your Data Matters
to the NHS

In May 2018, the strict rules about how this data can - - T
and cannot be used were strengthened. The NHS is l
committed to keeping patient information safe and :
always being clear about how it is used. U —

e uenn neg

You can choose whether your confidential patient
information is used for research and planning. To
find out more visit: nhs.uk/your-nhs-data-matters or
download a copy of the patient leaflet.

Our Trust is compliant with the National Data Opt-Out policy and operational
guidance.

We follow national and local guidance.
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The challenge of opt-outs from NHS data: a small-area perspective

Frederic B Piel, Lecturer in Epidemiology, Brandon L Parkes, Research Associate in Biostatistics, Hima Daby, Data and

Information Services Manager, Anna L Hansell, Reader in Environmental Epidemiology, Assistant Director of SAHSU,
and Paul Elliott, Chair in Epidemiology and Public Health Medicine, Director of SAHSU

» Author information » Article notes » Copyright and License information Disclaimer
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Introduction Go to:

One of the founding principles of the NHS is that it offers comprehensive, universal and free public
health services at the point of delivery. As a result, NHS data provide a huge and invaluable resource
of routinely collected primary (e.g. visits to GP practices) and secondary (e.g. hospital admissions,
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WHAT IS A BIOBANK?

Tissue Bank?

Data Bank?
pe EMERIEEIRIEA (8 3 Vi)
EYERE . IeAEMESEMR 2B - UAOREFSSGERfEAER

- ABBHESHEBZEYRE - BRAERKEMARE ZER - Bifl
, BEFYGEE - oTEVSHEEER - EflAREERAZFEE - LF
EEGEHVRFZERE
Biobank: “Sample” + “Data” 22

Biobank 2.0: Sample or Data
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